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The lemons: faithful benchmarks # Model Stealing detection -~ The Anna Karenina Heuristic
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easy estimation. intractable! to the suspected model /". mmm— ' g . . . "
Measure 50g of queries S € X. You can > @ = one exiting fingerprint TTeETT . o |
adapt the number of queries depending > - one of the Next 100 ° - 0-65
“. 1ot : .. * Loz
” EXISfIng benCthII’kS on your budget. . Fingerprinting Schemes™  — .
. | | Cook the representations Z = f(h,S) > ——— = the AKH baseline AKH bse o Mod 0o
= % < % % 2 E Ezfitng ors T (resp. Z’) of your model h and the sus- » One column = one bench- ® IPGuard ®  ZesOfLime L
2 — — oy i : = 8 / 0 el euse 0 el euse Ienc
t; & (;f) C’C\)Q) (;3 % 3 L 0.50 E.a pected quel h. mark Frower10s MSSolgRUO CIFARIO
‘é e e oG | g = 2 Taste the difference between your model
: : -0. = .
- i | s o = h and the suspected model A" using your
A Same | | ~¥ oo g . , -
S quantize y | - | - | detection fork T'(Z, Z").
T finewne X X Howari0y Sbogl0  CIFARIO () Code example
g transfer X X
prune (Conditionned) Hamming distance - N smol_bench =
S probits |ngl’edlen'|'s E get benchmark("TinyImageNetModels")
g label dg(h,h") =P(h(z) #+ h'(x)) — runner = Experiment(smol bench)
£ adversarial X ") = / =) akh = make fingerprint("AKH")
3 do(h, h') = P(h(z) # h'(z) | h(z) # y) platform U
model orint(runner.scores(akh, budget=10))

/\/ I m p rovi ng eXIS'|'I n g fl n ge I P ri IT|'S Easy install (@ pixi) Model weights + datasets (@ Huggingface)
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